Proof Of Concept

Step 1: Login into the application as a reporter.

C @ OD localhost/mantisbt-2.25.2/login_page.php t¢ © LN @ "
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Step 2: Navigate to Report Issue and fill in all the required details.

o D localhost/mantisbt-2.25.2/bug_report_page.php
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* Category [All Projects] General v
Reproducibility have not tried v
Severity minor v

Priority norma v

Select Profile Or Fill In »

*Summary dbvhf

*Description fbhvcf




Step 3: Now create a svg file with some css in it as shown in the below screenshot.
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<?¥xml version="1.0" standalone="ne"?2>
<!DOCTYPE svg PUBLIC "-//W3C//DTD SvG 1.1//EN" "http://www.w3.org/Graphics/svG/1.1/DTD/svgll.dtd">

<rect width="300" height="100" style="fill:rgb(0,0,255) ;stroke-width:3 ;stroke:rgb(0,0,0)" />
</svg>
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T(svg wversion="1.1" baseProfile="full" xmlns="http://www.w3.orqg/2000/svg">

Step 4: Now upload this svg file and submit the form. Once the form is submitted, navigate
to the reported issue and click on the uploaded file i.e. Test.svg

O O localhost/mantisbt-2.25.2/view.php?id=6

®) Activities

& Test [ Test.svg (319 bytes) A
2021-10-03 18:26

Step 5: Now as it can be observed the style placed in svg file is successfully executed.

& C @ O DO localhost/mantisbt-2.25.2/file_download.php?file_id=318type=bug




